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Top Secret

LESSON PLAN

Estimated time: 45 minutes

Standards Alignment –

Common Core: 

grade 6: RI.2, RI.3, RI.8, 

RI.10, W.4, W.10, SL.1a, SL.1b, 

SL.1c, SL.1d, SL.2, SL.6, L.6

grade 7: RI.2, RI.3, RI.8, RI.10, 

W.4, W.10, SL.1a, SL.1b, SL.1c, 

SL.1d, SL.2, SL.6, L.6

grade 8: RI.2, RI.3, RI.8, 

RI.10, W.4, W.10, SL.1a, SL.1b, 

SL.1c, SL.1d, SL.2, SL.6, L.6

1(76�6� 1a-c

Key Vocabulary –

over-sharing: giving out too 

much information

Personally Identifiable 
Information (PII): facts that 

could be used to identify, find, 

or contact a person, like a full 

name, address, or phone 

number

Personally Embarassing 
Information (PEI): facts 

about a person that could harm 

his or her reputation

Essential Question
What kind of information should be kept private online, 
and when?

Lesson Overview
Students explore how they can protect their privacy online and respect 

the privacy of others. Students play Top Secret, an interactive narrated 

tutorial about privacy. In this interactive, students follow the story of 

two young people, Chris and Mariah, as they deal with ethical and 

practical issues, both online and offline, related to sharing information 

online. At various points in the story, students decide what the characters 

should do next, or evaluate actions the characters have taken. Students 

then receive feedback based on the choices they make and discuss the 

main points of the tutorial as a group. 

Learning Objectives
Students will be able to ...
��judge when sharing online crosses the line to over-sharing.

��explore the responsibility one has to others to keep their 
information private.

��discuss what role parents and teachers should have in students’ 
online lives.

 
Materials and Preparation
��  Preview the interactive narrated tutorial “Top Secret”  

(http://media.commonsensemedia.org/games/top-secret.swf) and 
prepare to show it to students. You can download or stream the 
interactive on student computers for 1:1 or small group experience. 
Alternatively, you may project the interactive for a full-class 
activity.

��Review the Story Transcript Teacher Handout to familiarize 

yourself with the content of the interactive.

Family Resources
��Send home the Protecting and Respecting Privacy Family Tip Sheet (Middle School).    
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     introduction

Warm-up (5 minutes)

EXPLAIN to students that they are going to go through an online story that covers key ideas about privacy and 

personal information. Tell them they will follow the story of Chris and Mariah, as well as some of their siblings, 

parents, and teachers. They will be asked to decide what the characters should do next at various points in the 

story, or to judge actions the characters have taken. They will have three options for each question, and they will 

be given feedback on their responses. In some cases there will be no right or wrong answers.

         teach 1

Play “Top Secret” (10 minutes)

 GUIDE students to access the interactive “Top Secret.” The questions and answers are listed on the Story 
Transcript Teacher Handout, which you can refer to while students make their way through the interactive.

         teach 2

Debate Privacy Case Studies (15 minutes)

DEFINE the Key Vocabulary terms over-sharing, Personally Identifiable Information (PII), and 

Personally Embarrassing Information (PEI). (These terms are used in “Top Secret.”)

INVITE students to name some of the consequences of personal information getting out of one’s control that they 

know about, either from “Top Secret” or elsewhere.

Sample responses:

�� Identity theft

�� Unwanted contact because of too much public information

�� Hurting someone’s feelings

�� Embarrassment

�� Hurting your reputation

�� Ruining relationships

REMIND students that they have learned a lot about how public the Internet is, about the benefits of the culture 

of sharing, and the risks of over-sharing.

         closing

Wrap-up (5 minutes)

You can use these questions to assess your students’ understanding of the lesson objectives. You may want to ask 

students to reflect in writing on one of the questions, using a journal or an online blog/wiki.

ASK: 
How important is it to manage your 
privacy on the Internet? Why? 

Very important because it can impact safety, reputation,  

and relationships.
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What information is safe to make  
public online?

It depends on the content, context, and audience. One should 

be very careful about sharing Personally Identifiable 

Information, such as address and Social Security number, and 

Personally Embarrassing Information, such as embarrassing 

photos or secrets you don’t want to make public.

When someone shares his or her personal 
information with you, what responsibilities 
do you have? 

One should feel very responsible to others both offline and 

online. Students should know that the risks of spreading 

private information about others online are oftentimes greater 

than offline because of the nature of public information.

REVIEW three major takeaway points with students:

��The Internet is a very public place, and you should therefore tend to your digital footprints as  
much as you can.

��There are many benefits to the culture of sharing, but there are risks as well.

��It is important to respect the privacy of others when you are online.

Extension Activity
Have students write down secrets (general statements, no details) without identifying themselves. Then have 

them place the secrets in a hat and the teacher randomly draws them. For each piece of information, students 

must explain: (1) how someone would feel if that information became public on the Internet, and (2) what the 

consequences might be for that person. 
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Directions
Below is the transcript for the “Top Secret” online interactive. Help students review they have 
learned in the game by reviewing the questions and answer choices below.

 
Question 1 
Chris has just posted a status update on his social networking page that says he is going to 
the beach with his girlfriend, Mariah. He can select one of three privacy levels for this status 
update, which will determine who can see it.

What setting should Chris choose for his status update?
A: Everyone (anyone on MyFriends and on the Internet);  
B: All MyFriends users (anyone on MyFriends);  
C: MyFriends contacts (people you have accepted as friends online).

��If response A (“Everyone”) is selected, the tutorial will reply: This setting means that anyone 
on MyFriends and everyone on the Internet can see the update. You should only choose this 
setting if your update doesn’t give away personal information about anyone.

��If response B (“All MyFriends users”) is selected, the tutorial will reply: This setting means 
that anyone on MyFriends can see the update. Anyone can join MyFriends, so it’s basically the 
same as choosing “Everyone.” You should only choose this setting if your update doesn’t give 
away personal information about anyone.

��If response C (“MyFriends contacts”) is selected, the tutorial will reply: This setting means 
that anyone you’ve accepted as a friend can see the update. If your update gives away information 
about someone else, you should still think twice before posting it.

Question 2 
6XH��&KULV·V�\RXQJHU�VLVWHU��ZDQWV�WR�GRZQORDG�D�VRQJ�IURP�WKH�0\0XVLF0DUW�ZHEVLWH��
Unfortunately, she needs a credit card to register. She wonders whether she should just use 
KHU�IDWKHU·V�FUHGLW�FDUG��7KH�VRQJ�RQO\�FRVWV����FHQWV�

What should Sue do to get the song?
A: Ask her dad to set up a MyMusicMart account for her;  
B: Use his credit card and then pay him back later;  
C: Ask her dad to buy the track with his credit card.
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��If response A (“Ask her dad to set up a MyMusicMart account for her”) is selected, the 
tutorial will reply: With a MyMusicMart account, Sue can buy music without needing to use her 
dad’s credit card each time. Her dad should still make sure the site is trustworthy. 

��If response B (“Use his credit card and then pay him back later”) is selected, the tutorial 
will reply: Uh-oh! It may not be a lot of money, but taking 99 cents is still stealing, even if you’re 
going to pay it back. Also, when you give out credit card information, you have to be sure you can 
trust the other person. Sue should have her dad make sure the site is trustworthy before using his 
credit card. 

��If response C (“Ask her dad to buy the track with his credit card”) is selected, the tutorial 
will reply: Even if you’re not spending much money, it’s a good idea to have an adult make sure  
a website is trustworthy before you buy anything. And since it’s her dad’s credit card, Sue should 
ask his permission before using it.

Question 3 
Chris has taken a photo of Mariah in an unflattering swimsuit and uploaded it to his social 
networking page. He can select one of three privacy levels for this photo, which will 
determine who can see it.

What setting should Chris choose for his picture of Mariah?
A: All MyFriends users; 
B: MyFriends contacts; 
C: Private

��If response A (“All MyFriends users”) is selected, the tutorial will reply: Remember that 
anyone can join MyFriends, so choosing this setting means anyone on the Internet could see the 
picture. Are you sure Mariah wouldn’t mind that?

��If response B (“MyFriends contacts”) is selected, the tutorial will reply: This setting means 
that any of Chris’s friends who are on MyFriends could see the photo. If someone in a picture 
might not want it to be seen, don’t choose this setting. 

��If response C (“Private”) is selected, the tutorial will reply: This setting means that only Chris 
can see the picture. It’s a good choice if someone in a picture might not want it to be seen, and 
Mariah sure didn’t seem very happy about wearing that swimsuit.

Question 4 
Mariah has found out that Chris posted the photo and is angry and embarrassed. Someone 
else has copied the photo and posted it on another website. She wants the photo taken 
down right away.
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What should Mariah do to get the picture taken down?
A: Ask Chris to take it down; 
B: Ask the person who made the website to take it down; 
C: Ask the service provider to take it down.

��If response A (“Ask Chris to get it down”) is selected, the tutorial will reply: Chris probably 
knows how the picture was made public, but he might not know who set up this website. Mariah 
should talk to him, but he probably can’t help get the picture taken down.

��If response B (“Ask the person who made the website to take it down”) is selected, the 
tutorial will reply: Mariah can look on the website’s contact info or use a Whois search to find  
out who runs it. Then she can ask the person who made the website to take down the picture. If 
they don’t want to take it down, though, there’s not much she can do.

��,I�UHVSRQVH�&��´$VN�WKH�ZHEVLWH·V�,QWHUQHW�VHUYLFH�SURYLGHU�WR�WDNH�LW�GRZQµ��LV�VHOHFWHG��
the tutorial will reply: Most service providers won’t take down pictures unless they violate its 
Terms of Service (the rules you agree to in order to use a website or online service). Because the 
picture isn’t obscene and doesn’t include copyrighted material, there’s probably nothing they  
can do for Mariah.

Question 5 
Chris wants to take down the photo, but someone else has already copied it and posted it 
on a different website.

What should Chris do about the picture?
A: Find out who set up the web page and talk to them; 
B: Take down the picture from his MyFriends page; 
&��7HOO�0DULDK�WKDW�KH�GLGQ·W�SRVW�WKH�SLFWXUH�

��If response A (“Find out who set up the web page and talk to them”) is selected, the 
tutorial will reply: That’s a good idea. One of Chris’s friends must have copied the picture off  
his MyFriends page. If one of them posted it somewhere else, though, anyone could have copied  
it and put it on the website.

��If response B (“Take the picture down from his MyFriends page”) is selected, the tutorial 
will reply: That’s a good start, but it’s too late. By now the picture has already been copied and 
reposted at least once, so taking it down from his MyFriends page won’t make a difference.

��,I�UHVSRQVH�&��´7HOO�0DULDK�KH�GLGQ·W�SRVW�WKH�SLFWXUHµ��LV�VHOHFWHG��WKH�WXWRULDO�ZLOO�UHSO\��
I’m not sure Mariah will believe that! Nobody else could have taken the picture. Let’s see what 
kind of excuse Chris can come up with.
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Question 6 
6XH�DQG�&KULV·V�IDWKHU�UHFHLYHG�D�FUHGLW�FDUG�ELOO�ZLWK�PDQ\�ODUJH�DQG�LQH[SOLFDEOH�FKDUJHV�
on it. He wonders if Sue has used his credit card to buy songs from MyMusicMart.

6KRXOG�6XH·V�GDG�FKHFN�KHU�FRPSXWHU�WR�VHH�LI�VKH·V�EHHQ�RQ�0\0XVLF0DUW"
A: No, her computer is private;  
%��1R��KH�ZRQ·W�ILQG�DQ\WKLQJ�DQ\ZD\�� 
&��<HV��LW·V�KLV�KRXVH��DQG�KH�ERXJKW�KHU�WKH�FRPSXWHU�

��If response A (“No, her computer is private”) is selected, the tutorial will reply: Everyone 
has a right to privacy, but not everything you do is private. Sue’s dad has to make sure she’s not in 
trouble, and sometimes that’s more important than her privacy. 

��,I�UHVSRQVH�%��´1R��KH�ZRQ·W�ILQG�DQ\WKLQJ�DQ\ZD\µ��LV�VHOHFWHG��WKH�WXWRULDO�ZLOO�UHSO\��
Don’t be so sure. Your computer keeps a record of everywhere you go on the Internet. If Sue’s dad 
doesn’t know how to find that record, there are lots of sites and resources that will show him how.

��,I�UHVSRQVH�&��´<HV��LW·V�KLV�KRXVH��DQG�KH�ERXJKW�KHU�WKH�FRPSXWHUµ��LV�VHOHFWHG��WKH�
tutorial will reply: Parents should keep an eye on what their kids are doing online, especially 
younger kids. But they should tell their kids that they’re doing it, so that kids understand the  
rules and the reasons for them.

Question 7 
0DULDK�NQRZV�&KULV·V�SDVVZRUG�DQG�KDV�ORJJHG�LQ�WR�KLV�VRFLDO�QHWZRUNLQJ�DFFRXQW��
planning to get him back for posting the photo.

:KDW�VKRXOG�0DULDK�GR�ZLWK�&KULV·V�0\)ULHQGV�DFFRXQW"
$��1RWKLQJ��7ZR�ZURQJV�GRQ·W�PDNH�D�ULJKW�� 
B: Pretend to be him and send nasty messages to his friends;  
C: Change his pictures so he looks silly.

��,I�UHVSRQVH�$��´1RWKLQJ��7ZR�ZURQJV�GRQ·W�PDNH�D�ULJKWµ��LV�VHOHFWHG��WKH�WXWRULDO�ZLOO�
reply: It’s hard to do the right thing sometimes. Getting even with Chris might feel good now, but 
it might get Mariah in trouble, and she’ll probably regret doing it later.

��If response B (“Pretend to be him and send nasty messages to his friends”) is selected, 
the tutorial will reply: Watch your temper! Chris made a bad choice, but he didn’t do anything 
bad on purpose. Doing this could make a lot of his friends really mad at him.

��If response C (“Change his pictures so he looks silly”) is selected, the tutorial will reply: 
This is mean. Chris probably should have kept his password private, so that nobody could do this 
kind of thing to him.
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Question 8
7\OHU��&KULV·V�\RXQJHU�EURWKHU��ZDQWV�WR�HDUQ�YLUWXDO�FXUUHQF\�IURP�DQ�RQOLQH�FRPSXWHU�JDPH��
+H�LV�RIIHUHG�WKH�FKDQFH�WR�JHW�LW�LQ�H[FKDQJH�IRU�JLYLQJ�FRQWDFW�LQIRUPDWLRQ�EHORQJLQJ�WR�WZR�
of his friends.

:KDW�VKRXOG�7\OHU�GR"
A: Sign up two of his friends for the site; 
B: Give the site fake names; 
C: Call his friends and ask if he can sign them up.

��If response A (“Sign up two of his friends for the site”) is selected, the tutorial will reply: 
You shouldn’t give out other people’s personal information without asking them. Tyler’s friends 
could get a lot of SPAM because he gave out their email addresses.

��If response B (“Give the site fake names”) is selected, the tutorial will reply: Nice try! The 
game site tested the emails Tyler gave and found out they were fake. He didn’t get the gold and 
was busted down to Level 20.

��If response C (“Call his friends and ask if he can sign them up”) is selected, the tutorial 
will reply: Good thinking! You should always ask people before giving out their personal info. 

Question 9
0V��*UH\��0DULDK·V�WHDFKHU��KDV�QRWLFHG�WKDW�PDQ\�RI�WKH�VWXGHQWV�LQ�KHU�FODVV�DUH�ODXJKLQJ�
DERXW�VRPHWKLQJ�WKH\·UH�VHHLQJ�RQ�WKH�,QWHUQHW�

6KRXOG�0V��*UH\�GR�D�:HE�VHDUFK�WR�ILQG�RXW�ZKDW·V�VR�IXQQ\"
$��<HV��LW·V�DIIHFWLQJ�KHU�FODVV��DQG�VKH�VKRXOG�NQRZ�DERXW�LW� 
B: No, it has nothing to do with school; 
C: No, what students do online should be private.

��,I�UHVSRQVH�$��´<HV��LW·V�DIIHFWLQJ�KHU�FODVV��DQG�VKH�VKRXOG�NQRZ�DERXW�LWµ��LV�VHOHFWHG��WKH�
tutorial will reply: Ms. Grey needs to know if one of her students is being cyberbullied or is in 
trouble, but she should probably ask one of her students about it before doing a Web search.

��If response B (“No, it has nothing to do with school”) is selected, the tutorial will reply: 
The Internet doesn’t stop at the classroom door. If Ms. Grey thinks one of her students might be 
being cyberbullied or is in trouble, she has a duty to find out what’s going on.

��If response C (“No, what students do online should be private”) is selected, the tutorial 
will reply: You should remember that nothing you post online is really private. People you don’t 
intend it for – such as teachers or parents – could see it. 
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1. Rosa wants to rent a movie online. When the website asks Rosa to log in, it 
VKRZV�KHU�PRP·V�XVHU�QDPH��5RVD�JXHVVHV�KHU�PRP·V�SDVVZRUG�FRUUHFWO\��  
1RZ�WKDW�VKH�LV�ORJJHG�LQ��VKH�FDQ�SD\�IRU�D�PRYLH�DQG�ZDWFK�LW�RQ�KHU�FRPSXWHU��
5RVD�VKRXOG�

a) Rent the movie and pay her mom back later

b) Log out and ask her mom for permission first

c) Set up her own account, using her mom’s credit card number

���(VWHEDQ�LV�KDYLQJ�D�ELUWKGD\�SDUW\�DW�KLV�KRXVH��+H�WH[WV�KLV�DGGUHVV�WR�KLV�
IULHQG��5DXO��5DXO�VKRXOG�

a) Post Esteban’s address online so that others can find the party easily

b) Text Esteban’s address to people who want to come to the party but weren’t invited

c) Keep Esteban’s address private

���5HDG�WKH�VFHQDULR�EHORZ�DQG�WKHQ�GHFLGH�LI�(PLO\�LV�RYHU�VKDULQJ� 

Emily gets into an argument at school with Raquel. That evening, Raquel  
sends Emily an apology by email and tells Emily a personal secret so that they are 
´HYHQ�µ�(PLO\�LV�VWLOO�PDG�DW�5DTXHO��VR�VKH�SRVWV�5DTXHO·V�VHFUHW�RQOLQH��  
 
,V�(PLO\�RYHU�VKDULQJ"

a) Emily isn’t over-sharing. Raquel deserves it.

b) Emily is over-sharing. Very personal information, whether it’s yours or someone else’s, should 
not be posted online.

c) Emily isn’t over-sharing. Raquel would not have told the secret in an email if she didn’t expect 
Emily to post it.



1
TOP SECRET / ASSESSMENT – TEACHER VERSION
DIGITAL LITERACY AND CITIZENSHIP IN A CONNECTED CULTURE  
© 2012 www.commonsense.org

Top Secret
ASSESSMENT

TEACHER VERSION

1. Rosa wants to rent a movie online. When the website asks Rosa to log in, it 
VKRZV�KHU�PRP·V�XVHU�QDPH��5RVD�JXHVVHV�KHU�PRP·V�SDVVZRUG�FRUUHFWO\��  
1RZ�WKDW�VKH�LV�ORJJHG�LQ��VKH�FDQ�SD\�IRU�D�PRYLH�DQG�ZDWFK�LW�RQ�KHU�FRPSXWHU��
5RVD�VKRXOG�

a) Rent the movie and pay her mom back later

b) Log out and ask her mom for permission first

c) Set up her own account, using her mom’s credit card number

 Answer feedback
The correct answer is b. Never use other people’s account information without their knowledge.

���(VWHEDQ�LV�KDYLQJ�D�ELUWKGD\�SDUW\�DW�KLV�KRXVH��+H�WH[WV�KLV�DGGUHVV�WR�KLV�
IULHQG��5DXO��5DXO�VKRXOG�

a) Post Esteban’s address online so that others can find the party easily

b) Text Esteban’s address to people who want to come to the party but weren’t invited

c) Keep Esteban’s address private

 Answer feedback
The correct answer is c. Esteban’s home address is an example of private information. It is 
Raul’s responsibility to not share Esteban’s private information with others.

���5HDG�WKH�VFHQDULR�EHORZ�DQG�WKHQ�GHFLGH�LI�(PLO\�LV�RYHU�VKDULQJ� 

Emily gets into an argument at school with Raquel. That evening, Raquel  
sends Emily an apology by email and tells Emily a personal secret so that they are 
´HYHQ�µ�(PLO\�LV�VWLOO�PDG�DW�5DTXHO��VR�VKH�SRVWV�5DTXHO·V�VHFUHW�RQOLQH��  
 
,V�(PLO\�RYHU�VKDULQJ"

a) Emily isn’t over-sharing. Raquel deserves it.

b) Emily is over-sharing. Very personal information, whether it’s yours or someone 
else’s, should not be posted online.

c) Emily isn’t over-sharing. Raquel would not have told the secret in an email if she didn’t expect 
Emily to post it.

 Answer feedback
The correct answer is b. Sharing something personal about someone that you know that person 
does not want shared is considered over-sharing.


